
Key- based rene wal and sa me- key rene wal of certificates 

Certificate rene wal is al ways an issue i n managi ng a PKI. You want t he rene wal 

pr ocess t o be as easy as possi ble for bot h users and admi nistrat ors, but you also 

want t o mai nt ai n optimu m securit y. Wi ndows Server 2012 i ncl udes some ne w 

feat ures pertai ni ng t o certificate rene wal t hat will hel p wit h bot h aspects.  

One of t he ne w feat ures i n Wi ndows Server 2012 Acti ve Direct ory Certificate 

Servi ces is support for key-based rene wal. What t his does is make it easier to 

obt ai n certificates when t he comput er is in an untrusted domai n or even when it is 

not j oi ned t o a domain at all. In many organi zati ons, not all comput ers are domai n-

joi ned. You mi ght have some t hat are members of a wor kgroup. In t he past, 

admi nistrat ors were required t o rene w t he certificates for those comput ers 

manuall y, maki ng for additi onal admi nistrative overhead. Wit h Wi ndows Server 

2012 AD CS, as now certificate requests can be made onli ne t hrough t he 

enroll ment web services t o aut omati call y rene w certificates for comput ers that 

bel ong t o a different do mai n or forest, or are not domai n me mbers at all. 

Anot her ne w feat ure that we get wit h t his versi on of Wi ndows Server is sa me- key 

certificate rene wal. This is an i mport ant securit y enhance ment, because 

admi nistrat ors can now require t hat certificat es be rene wed wit h the sa me key wit h 

whi ch t hey were ori ginall y issued. This means t he key stays on the Trusted 

Pl atfor m Modul e ( TPM) after rene wal. The keys can’t be exported, thus maki ng 

the m more secure. The TP M also provi des for anti-ha mmeri ng. Thi s is desi gned t o 

thwarted atte mpt s at br ut e force attacks, because t he anti-ha mmeri ng l ogi c will 

ki ck i n if a Personal Identificati on Nu mber (PI N) is entered i ncorrectl y t oo many 

ti mes i n a row. When that happens, the TPM l ocks and will not accept 

subsequentl y PI N atte mpt s until a specified a mount of ti me has passed.  

Sa me- key rene wal is enforced t hrough t he certificate templ ate. On t he Request 

Handli ng tab of the certificate te mpl ate’s Pr operties dial og box, you si mpl y check 

the box label ed Renew wit h the sa me key, as shown i n Fi gure 1.  



 
Fi gure 1 

Wi t h sa me- key renewal enforced, templ ates require t hat Wi ndows 8 and Server 

2012 clients use t he sa me key t o rene w t heir certificates. Tryi ng to use a different 

key will result in a failed rene wal. Unfort unat el y, this doesn’t wor k wit h clients 

runni ng previ ous versions of Wi ndows.  

 


